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Introduction  

In the fall of 2021, China enacted two statutes with 
broad implications for a wide range of data processing 
activities both in and out of China: Data Security Law 
(“DSL”) and Personal Information Protection Law 
(“PIPL”).  Among other impacts, each statute’s respec-
tive “blocking provision” introduces new complications 
to a company’s litigation efforts in the United States if 
any data relevant to such a litigation is stored in China.  

DSL, which was enacted on June 10, 2021 and took 
effect on September 1, 2021, “applies to data han-

dling activities and their security regulations within 
the mainland territory of the People’s Republic of 
China (PRC)” as well as “data handling activities out-
side the mainland territory of the PRC [that] harm 
the national security, the public interest, or the lawful 
rights and interests of citizens or organizations of the 
PRC.”1  “Data” is broadly defined as “any informa-
tion record in electronic or other form[s].”2  Similarly 
broad, the term “‘[d]ata handling’ includes the collec-
tion, storage, use, processing, transmission, provision, 
disclosure, etc., of data.”3     

PIPL, which was enacted on August 20, 2021 and 
took effect on November 1, 2021, is widely con-
sidered China’s version of Europe’s GDPR.4  PIPL 
“applies to the activities of handling the personal 
information of natural persons” within PRC as well 
as such activities outside of PRC if they target natu-
ral persons within PRC.5  “Personal information” is 
broadly defined as “all kinds of information, recorded 
by electronic or other means, related to identified or 
identifiable natural persons, not including informa-
tion after anonymization handling.”6  Similar to “data 
handling” in DSL, “personal information handling” 
under PIPL encompasses the “collection, storage, use, 
processing, transmission, provision, disclosure, dele-
tion, etc.” of personal information.7    

Given their broad language, both statutes could apply 
to many aspects of the e-discovery process that is a 
typical part of a U.S. litigation or investigation, such 
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as preservation/litigation hold, collection, review, 
cross-border transfer to the U.S., and production, 
if any relevant data is originally stored in China or 
includes personal information of people in China.  
Particularly relevant to such U.S. litigations, each 
statute includes a “blocking provision” prohibiting 
companies from providing data or personal informa-
tion to foreign judicial or law enforcement agencies 
without PRC authorities’ prior approval.  

Blocking Provisions of DSL and PIPL 

Article 41 of PIPL provides:

Competent authorities of the People’s 
Republic of China, according to rel-
evant laws and treaties or international 
agreements that the People’s Republic 
of China has concluded or acceded to, 
or according to the principle of equality 
and mutual benefit, are to handle foreign 
judicial or law enforcement authorities’ 
requests regarding the provision of per-
sonal information stored domestically.  
Without the approval of the competent 
authorities of the People’s Republic of 
China, personal information handlers 
may not provide personal information 
stored within the mainland territory of 
the People’s Republic of China to foreign 
judicial or law enforcement agencies.8

Article 36 of DSL includes a nearly identical prohibition 
for the provision of any “data stored within the mainland 
territory of the PRC” to such foreign judicial or law 
enforcement authorities without the prior approval of 
relevant authorities of China.9  Of course, the DSL pro-
vision has a significantly wider scope as it is not limited 
to “personal information.”  Violation of these provisions 
may result in severe fines to the violating company (up 
to 5 million RMB under DSL and up to 50 million 
RMB or 5% of annual revenue under PIPL) as well as 
the suspension of relevant business licenses or permits.10   
Furthermore, relevant management personnel who are 
“directly responsible” can be held personally liable for 
a fine (up to 500,000 RMB under DSL and 1 million 
RMB under PIPL) as well as prohibition from holding 
relevant positions for a certain period of time.11 

These blocking provisions are generally understood to 
prohibit directly providing information to a foreign 

court (e.g., court filings, presenting at a court hearing, 
or submission for in camera review) or any law en-
forcement/prosecutorial agency (in a criminal investi-
gation or litigation).  The extent to which these provi-
sions apply to discovery in U.S. civil litigation context 
is not entirely clear.  In China, discovery efforts in 
civil litigations are generally organized and ordered 
by the courts, thus any production of information in 
such a civil case would constitute providing informa-
tion to the court.  Discovery in a U.S. civil litigation 
involves the exchange of information between private 
parties, but the court still plays a supervisory role in 
adjudicating discovery disputes, which can involve 
reviewing certain underlying information or docu-
ments.  Further, the information exchange in U.S. 
discovery is typically conducted with an expectation 
that some of the exchanged information will end up 
being presented in court.  Whether the supervisory 
role played by the court and the expectation of the 
eventual presentation in court would trigger the pro-
hibition outlined in DSL Article 36 and PIPL Article 
41 remains unanswered as the regulation promulga-
tion efforts are ongoing.  But this ambiguity creates 
risk for litigants whose information is covered by DSL 
and PIPL.

Comparison to Prior Statutes’ Blocking Provisions 

DSL and PIPL were not the first PRC statutes to 
include this type of blocking provisions.  At least the 
following previously enacted statutes include block-
ing provisions similar to those of DSL and PIPL in 
certain respects: 

     • Law of the PRC on Guarding State Secrets:  
Articles 25 and 48 prohibit any individual or entity 
from carrying or transferring any medium containing 
state secrets out of China without the approval of 
relevant PRC authorities.12 

      • Cybersecurity Law:  Article 37 requires a criti-
cal information infrastructure operator to conduct a 
security assessment as promulgated by the relevant 
PRC authorities before transferring any critical data 
and personal information out of China.13 

    • International Criminal Judicial Assistance 
Law:  Article 4 prohibits any individual or entity in 
China from providing evidentiary materials or as-
sistance to foreign countries without the approval of 
relevant PRC authorities.14 
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     • Securities Law:  Article 177 prohibits any indi-
vidual or entity in China from providing documents 
and materials relating to securities business activities 
to foreign countries without the approval of relevant 
PRC authorities.15

However, these prior statutes generally focused on 
information and industries widely considered critical 
to PRC’s national security or overall economy, such as 
companies handling state secrets, critical information 
infrastructure operators, banking industry, and key 
securities market players.  Accordingly, the companies 
implicated by these prior statutes are often state-
owned or state-affiliated enterprises, or companies 
that receive considerable amount of support from 
various levels of PRC governments.  

In contrast, DSL and PIPL both apply to economic 
sectors substantially broader than those implicated by 
prior statutes.  In particular, both DSL and PIPL have 
significant implications on digital economy, such as 
social media or e-commerce companies.  As a result, 
the vast majority of the entities implicated by DSL 
and PIPL are likely private companies that do not en-
joy the same type of close relationship with the PRC 
government as those “critical industries” implicated 
by prior blocking statutes.  

Complications to U.S. Litigation Efforts 

These blocking provisions of DSL and PIPL introduce 
new complications for companies with data stored in 
China that is also relevant to ongoing U.S. litigations 
or governmental investigations.  Companies in this 
situation will likely be caught in the dilemma of at-
tempting to comply with conflicting orders issued 
from PRC authorities and U.S. courts, and may even 
subject themselves to both the penalties outlined in 
these statutes and Rule 37 discovery sanctions issued 
by the U.S. courts.  

Companies seeking to rely on these blocking provi-
sions to resist production in U.S. litigation face an 
extremely high hurdle.  Generally, the party invoking 
a foreign blocking statute has the burden not only 
to assert the basis for its objections with particular-
ity under Rule 26(b)(5)(A) of Federal Rules of Civil 
Procedure, but must also prove in accordance Rule 
44.1 that it is constrained by a foreign statute that 
indeed applies to the discovery sought and conflicts 
with U.S. production requirements.16  If such a con-

flict is established, courts apply a multi-factor “comity 
analysis” endorsed by the U.S. Supreme Court in 
its Societe Nationale Industrielle Aerospatiale v. U.S. 
District Court to determine whether the blocking 
statute excuses a resisting party’s noncompliance with 
its production obligations.17  Specifically, citing to 
the Restatement (Third) of Foreign Relations Law § 
442(1)(c), the U.S. Supreme Court outlined five fac-
tors in Aerospatiale: 

 • the importance to the litigation of the docu-
ments or other information requested; 
 • the degree of specificity of the request; 
 • whether the requested information origi-
nated in the United States; 
 • the availability of alternative means of se-
curing the information; and 
 • balancing of the national interests of the 
United States and the foreign country at issue in the 
compliance or noncompliance with the discovery 
obligations.18 

As these factors are non-exhaustive, lower courts fur-
ther developed additional factors to aid the analysis:19

 • the hardship of compliance on the party or 
witness from whom discovery is sought; 
the good faith of the party resisting discovery; and 
 • the likelihood of compliance if the objec-
tion is overruled. 

Past attempts to resist production in U.S. litigations 
based on prior PRC statutes’ blocking provisions have 
rarely succeeded.  For example, the Ninth Circuit in 
Richmark rejected a PRC state-affiliated entity’s effort 
to resist production based on prohibitions specified in 
PRC’s state secrecy law.20  The D.C. Circuit in In re 
Sealed Case similarly held that the potential penalties 
under PRC’s International Criminal Judicial Assis-
tance Law do not excuse noncompliance with the dis-
trict court’s discovery orders.21  Various district courts 
also rejected efforts of resisting production based on 
various provisions in PRC’s banking laws and general 
civil procedure laws.22  In fact, one district court has 
already applied Aerospatiale’s comity analysis on both 
DSL and PIPL in anticipation of such arguments to 
be raised by the resisting party and concluded that 
these statutes, like PRC’s state secrecy laws, would 
not excuse noncompliance with the party’s discovery 
obligations.23  
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Notably, the court in In re Valsartan expressed doubts 
as to whether these blocking provisions of DSL and 
PIPL, along with other blocking statutes, actually 
define any vial national interest “with particularity” 
as opposed to merely providing an ad-hoc justifica-
tion for resisting unfavorable discovery.24  Both DSL 
and PIPL identify the protection of lawful rights and 
interests of individuals and organizations as the key 
national interests underlying the statutes.25  DSL ad-
ditionally identifies safeguarding “national sovereign-
ty, security, and development interests” reflecting a 
“data sovereignty” approach, which can often be per-
ceived as overly protective by foreign jurisdictions.26  
The court in this case speculated that such blocking 
statutes merely “serve to justify nondisclosure of any 
information a PRC governmental agency wants to 
keep out of U.S. litigation” as they appear to be “a 
sword of Damocles to keep international business in 
line but infrequently wielded if ever against a titan of 
the PRC economy.”27

Relatedly, in analyzing the hardship of compliance 
imposed by the prior PRC blocking statutes, courts 
often described the potential penalties faced by the 
resisting entities as “speculative at best.”28  In so ob-
serving, courts expressed doubt as to whether these 
companies would face serious repercussions for violat-
ing the relevant blocking provisions as they are either 
state-owned/state-affiliated entities or play a key role 
in China’s overall economy.29  It is highly questionable 
if these assumptions hold true for many companies 
affected by the blocking provisions in DSL and PIPL.  
As discussed above, unlike the prior blocking statutes, 
DSL and PIPL have substantially broader applica-
bility, and more likely would implicate technology, 
e-commerce, and social media companies.  In recent 
years,  companies in these sectors have been subject 
to increasing scrutiny from the PRC government.30  
For example, it is widely observed that various PRC 
regulatory agencies took a series of enforcement ac-
tions against Didi Chuxing, a ride-hailing leader in 
China, merely a month after the enactment of DSL in 
2021.31  Commentators further observed that Didi’s 
oversea IPO activities may have triggered PRC gov-
ernment’s concerns over its likely sharing of data with 
foreign securities regulators for compliance audits.32

Even if an implicated company is able to obtain PRC 
authorities’ approval to produce relevant data in U.S. 
litigations, the lengthy delay may nonetheless hamper 

the company’s ability to properly respond to data 
requests and defend itself.  For example, in a criminal 
trade secret case against a Chinese semiconductor 
manufacturer, the defendant was forced to request an 
extension for making reciprocal discovery disclosure 
under Rule 16(b)(1)(A) of the Federal Rules of Crimi-
nal Procedure as the requested documents were under 
PRC government’s review pursuant to the block-
ing provisions of DSL, PIPL, and the International 
Criminal Judicial Assistance Law.33  In its briefing, the 
defendant argued that the subject documents include 
“important, potentially exculpatory evidence” and 
it would be substantially prejudiced if the deadline 
is not extended to accommodate the delay.34  This is 
further complicated by the lack of guidance on how 
to obtain approval to produce information to foreign 
judicial or law enforcement agencies under DSL or 
PIPL, and whether separate approval paths are re-
quired for each statute.

Best Practices to Navigate Blocking Statues in 
U.S. Litigations

While the exact approach to best navigate the poten-
tial conflicts created by DSL, PIPL, and other block-
ing statutes in a U.S. litigation will vary from case to 
case and will likely need to be adjusted based on the 
eventual regulations promulgated, certain general 
strategies may nonetheless help practitioners to mini-
mize related risks and disruptions. 

     • Be Mindful of Where to Store Relevant Data 

The best way to solve a problem may be to prevent 
the problem from happening in the first place.  Ar-
ticle 36 of DSL and Article 41 of PIPL are generally 
limited to data and/or personal information “stored 
within the mainland territory of PRC.”35  If a com-
pany anticipates habitual litigation in the U.S., the 
company should consider the location of its data 
servers and storage facilities as the conflict between 
DSL and PIPL with the U.S. discovery process will 
be a constant hardship.

     • Understand the Company’s Data Map

In order to adequately prepare for potential future 
litigation, companies need to have a comprehensive 
understanding of the various data systems, formats, 
and contextual classifications of information utilized 
in their business operations.  Further, it will be help-
ful for a company to understand how its data flows in 
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and out of China in order to determine if other non-
China sources of data exist. 

     • Prepare a Litigation Commencement Plan

As parties have an obligation to preserve potentially 
relevant information when litigation is “reasonably 
anticipated,” companies should work with their 
counsel to develop a plan to determine (1) how 
to identify potentially relevant data, (2) how to 
preserve potentially relevant data, and (3) a plan 
to obtain permission from the relevant “competent 
authorities of the People’s Republic of China” or a 
manner to determine such permission is not needed 
for a given data set.  As discussed, the DSL and PIPL 
address the “collection, storage, use, processing, 
transmission, provision, disclosure, deletion, etc.” of 
data which covers the preservation and holding of 
data for the purpose of litigation.36  Unfortunately, 
U.S. discovery rules give parties very little leeway 
to implement a “litigation hold” upon a reasonable 
expectation of litigation.37 

     • Identify and Disclose Potential Blocking 
Statutes/Regulations Early in Discovery

Once a litigation starts, the process of iden-
tifying relevant blocking statutes and related 
regulations should start as soon as there is a 
reasonably belief that any data may need to be 
produced from China.  As discussed below, the 
universe of related regulations for such blocking 
statutes can be extensive and time-consuming to 
navigate.  Further, the existence of such blocking 
statutes and regulations, as well as the substan-
tive requirements imposed, should be disclosed 
to the opposing party and the court as early as 
possible to help shape the discovery scope, pro-
cess, and timeline, as well as to show good faith 
cooperation in the discovery process.  Ideally, 
the issue can be discussed in the Rule 26 con-
ference between the parties and the initial Rule 
16 conference with the court.  If possible, prac-
titioners should also consider referencing and 
even incorporating specific blocking statutes and 
regulations in the applicable scheduling orders, 
discovery order, ESI order, and/or protective or-
der to create a trail of written record for elevating 
such issues.  

     • Preserve Related Objections and Leverage the 
Likely Burden to Narrow the Discovery Scope 

While resisting production entirely is unlikely to suc-
ceed, courts may nonetheless recognize the extraordi-
nary burden imposed on a company by such blocking 
statutes and substantially narrow the discovery scope 
accordingly.38  Practitioners intending to leverage 
such potential burden in this manner must properly 
preserve the objections during the discovery process 
(e.g., written objections, meet & confers, and even 
motion practices).39  

Identify Specific Instances of Sanctions Imposed Un-
der the Blocking Statutes to Demonstrate Burden/
Hardship 

Practitioners should try to be as specific as possible 
when trying to make the burden/hardship argu-
ments during a discovery dispute.  Past cases have 
demonstrated that court view the hardship imposed 
by such blocking statutes as speculative tend to be 
more receptive to the argument when a resisting 
party can identify specific cases where an entity 
was sanctioned under the cited statutes.40  Further, 
practitioners should also document the time, costs, 
and resources involved in the efforts to comply with 
these blocking statutes to further support a hardship 
argument. 

     • Closely Monitor the Development of Cor-
responding Regulations

While DSL, PIPL, and the 2017 Cybersecurity 
Law are collectively described as the “Three Horse 
Carriages” of China’s data protection and cyber-
security regime, they primarily provide an outline 
or overall “architecture” for such a regime.  The 
exact obligations a company may face will largely 
be determined by various regulations and agency 
rules currently being promulgated.  Accordingly, 
practitioners should closely monitor the develop-
ment of corresponding regulations.  The universe 
of relevant regulations can extensive and difficult 
to navigate.  Some of the key regulations to watch 
include the Cybersecurity Review Measures,41 Out-
bound Data Transfer Security Assessment Measures 
(Draft for Comment),42 and Online Data Security 
Management Regulations (Draft for Comment),43  
Further, there are certain “pilot” regulations being 
experimented in specific industries, such as the 
Industrial and Information Sectors Data Security 
Management Measures (Trial) (Draft for Com-
ment)44 and the Several Provisions on the Admin-
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istration of Automobile Data Security (Trial),45 
which will likely further influence the direction of 
the overall regulation activities.  ■
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nal texts published by the Cyberspace Administra-
tion of China are available at http://www.cac.gov.
cn/2021-10/29/c_1637102874600858.htm.  Eng-
lish translation provided by Stanford University’s 
DigiChina Project is available at https://digichina.
stanford.edu/work/translation-outbound-data-
transfer-security-assessment-measures-draft-for-
comment-oct-2021/.  

43. Online Data Security Management Regulations 
(Draft for Comment) (Nov. 14, 2021).  Original 
texts published by the Cyberspace Administra-
tion of China are available at http://www.cac.gov.
cn/2021-11/14/c_1638501991577898.htm.  Eng-
lish translation provided by Stanford University’s 
DigiChina Project is available at https://digichina.
stanford.edu/work/translation-online-data-secu-
rity-management-regulations-draft-for-comment-
nov-2021/. 

44. Industrial and Information Sectors Data Secu-
rity Management Measures (Trial) (Draft for Com-
ment) (Sept. 30, 2021).  Original texts published 
by the Ministry of Industry and Information Tech-
nology of PRC are available at https://wap.miit.
gov.cn/gzcy/yjzj/art/2021/art_dcb6cc8d9f5c414e-
abd7070871996525.html. 

45. Several Provisions on the Administration of Au-
tomobile Data Security (Trial) (Aug. 20, 2021).  
Original texts published by the Cyberspace Ad-
ministration of China are available at http://www.
cac.gov.cn/2021-08/20/c_1631049984897667.
htm.  ■
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